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Abstract 

The increasing demand for accessible, 24/7 student support services in higher education presents a significant 

challenge, particularly in the domain of mental health. Generative AI and Large Language Models (LLMs) offer 

a scalable solution, yet their deployment is fraught with a critical dilemma between the performance and safety of 

proprietary models and the data privacy afforded by open-source alternatives. This paper presents a comparative 

study of four leading LLMs (open-source Llama 3 70B and DeepSeek R1; proprietary GPT-4o Mini and Gemini 

2.5 Flash) for a university-specific student support chatbot at Thompson Rivers University. Using a custom 

knowledge base and a novel six-dimensional evaluation framework (Factual Accuracy, Contextual Relevance, 

Completeness, Tone & Empathy, Practical Utility, and Safety & Risk Management), we analyzed over 200 model 

responses to 50+ real-world student queries. The results reveal that while open-source models demonstrate parity 

in factual accuracy for academic questions, a critical performance gap exists in the human-centric attributes of 

safety, empathy, and utility, particularly in response to sensitive mental health queries. The study concludes that 

current open-source models, in their base form, are not yet suitable for unmonitored, student-facing deployment 

in high-stakes scenarios. We propose a hybrid deployment model as a pragmatic and responsible path forward for 

universities seeking to balance innovation with student welfare and data sovereignty. 

Keywords: Generative AI; Student Support; Mental Health; LLMs; Data Privacy; RAG; Higher Education. 

1. Introduction 

Higher education institutions today face a dual challenge: unprecedented demand for student support services and 

a concurrent crisis in student mental health. Post-pandemic studies reveal a significant increase in the prevalence 

of anxiety, depression, and burnout among college students, with over 80% reporting at least some emotional 

struggles [1]. According to the Healthy Minds Study, more than 60% of students had at least one mental health 

problem during the 2020–2021 school year [2, 3]. This sudden increase has put a lot of pressure on traditional 

support systems like academic and wellness centers, which often have a lot of cases and limited hours, making it 

hard to give personalized, timely help [4]. This creates a big problem because students need immediate, easy-to-

get help, but universities don't have the resources to give it to them. 
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Generative Artificial Intelligence (GenAI), especially Large Language Models (LLMs), has come to light as a 

game-changing technology that could help fill this gap in support. AI chatbots can be a scalable first line of support 

that gives students instant access to information about everything from registering for classes to mental health 

resources 24 hours a day, seven days a week [6]. These systems can make administrative tasks easier, help students 

learn in a personalized way, and direct them to the right resources without the need for a human to do it. This 

change in technology is expected to improve the student experience, make things easier for administrators, and let 

human advisors focus on more complicated, high-impact interventions [7]. 

Even though GenAI has a lot of potential, using it in higher education creates a basic conflict between privacy and 

performance. Large tech companies like OpenAI (with its GPT series) and Google (with its Gemini) create 

proprietary models that work at the highest level thanks to huge training datasets and advanced safety features 

built in. However, using these models through cloud-based APIs often means sending student questions that could 

be sensitive to servers run by other companies, which raises big concerns about data privacy and sovereignty. 

Conversely, the recent proliferation of powerful open-source LLMs (e.g., Meta’s Llama series, DeepSeek-AI’s 

models) presents an opportunity for universities to build and host their own systems locally. This privacy-

preserving approach ensures that student data remains within the institution’s secure environment but raises a 

critical question: can these models, without the vast safety and alignment engineering of their proprietary 

counterparts, perform reliably and safely enough for high-stakes student support applications. 

This paper makes three primary contributions to the field of AI in education: 

▪ A Novel Evaluation Framework: We propose and apply a multi-dimensional framework that assesses LLM 

performance beyond simple factual accuracy to include critical attributes like empathy, practical utility, and 

safety. 

▪ An Empirical Dataset and Analysis: We provide a rich, context-specific dataset of LLM responses, 

identifying a critical gap between open-source and proprietary models in their handling of human-centric 

tasks. 

▪ An Actionable Deployment Model: We conclude by recommending a pragmatic hybrid deployment strategy 

that allows universities to leverage the strengths of both model types while mitigating their respective risks. 

2. Related Work 

Two primary paradigms exist to adapt pre-trained LLMs to applications in a specific field: fine-tuning and 

Retrieval-Augmented Generation (RAG). Fine-tuning means retraining some of the model's weights on a carefully 

chosen dataset that is specific to the domain. This puts new information directly into the model's parameters [8]. 

This method can be very useful for making a model's style or implicit knowledge more specific, but it can also be 

very expensive in terms of computing power and can lead to "catastrophic forgetting," which means the model 

loses some of its general abilities [9]. Furthermore, the knowledge base becomes static, requiring a full retraining 

cycle to incorporate new information. 

In contrast, RAG is an architectural approach that dynamically grounds the LLM in external, up-to-date 

information at the time of inference [10]. By combining a retriever component with a generator, RAG systems 

search a knowledge base for relevant context related to a user’s query and provide that context to the LLM as part 

of the prompt. This method offers several advantages for a university support context: it mitigates factual 

hallucinations by providing verifiable sources, allows for the easy and continuous updating of the knowledge base 

(e.g., as course calendars change), and is generally more cost-effective than fine-tuning [11]. For these reasons, 

RAG was selected as the foundational architecture for the system developed in this study. 

The rapid evolution of LLMs has catalyzed extensive research focused on evaluating their performance. Numerous 

studies offer detailed comparisons of prominent models such as Llama 3 and GPT-4o on standardized academic 

assessments like MMLU (Massive Multitask Language Understanding) and MATH, which evaluate general 
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knowledge and reasoning [5, 12]. These benchmarks are important for measuring basic cognitive abilities, but they 

often don't show how well a model works in real-world, human-centered situations. 

A growing area of research recognizes these constraints, suggesting novel benchmarks to assess characteristics 

such as veracity, toxicity, and bias [13]. In the field of mental health, researchers have pointed out that standard 

metrics don't measure therapeutic qualities like empathy and safety well enough, so new evaluation frameworks 

need to be created [14]. Our research advances this nascent field by transcending conventional benchmarks. We 

suggest and use a domain-specific evaluation framework that is made for the specific needs of a student support 

system. This framework focuses on the practical and moral aspects of model behavior in a high-stakes educational 

setting. 

The integration of AI into student support, especially concerning mental health, is laden with considerable ethical 

implications. The most important of these is privacy of data [15, 16]. Educational institutions are responsible for 

protecting sensitive student information. The Family Educational Rights and Privacy Act (FERPA) is one of the 

laws that governs this. It says that personally identifiable information can't be shared without permission [17]. 

Using AI services from third parties that are hosted in the cloud can make it hard to share data in ways that don't 

break these rules. 

In addition to privacy, it is very important to make sure that AI systems are safe, fair, and helpful [18]. There is a 

chance that badly designed systems could give bad or harmful advice, especially to a student who is going through 

a tough time [19]. Algorithmic bias could also cause students from different backgrounds to get unfair help. 

Consequently, the deployment of AI in this field necessitates a comprehensive ethical framework that emphasizes 

transparency, accountability, and, paramountly, the welfare of the student [20]. Our research directly addresses 

these challenges by focusing on the privacy-performance trade-off and prioritizing safety as a key aspect of our 

assessment. 

3. System Design and Methodology 

This study aimed to systematically assess and compare the efficacy of four prominent Large Language Models 

(LLMs) within the particular framework of a university student support system. Our methodology is based on the 

ideas of replicability and contextual relevance. It has three main parts: designing a Retrieval-Augmented 

Generation (RAG) system to give domain-specific knowledge, a strict model testing protocol, and the use of a 

new, multi-dimensional evaluation framework, as seen in Figure 1. 

 
Figure 1. University Information RAG Pipeline 

 

To ensure that model responses were grounded in accurate, university-specific information, we designed and 

implemented a comprehensive RAG pipeline. The RAG architecture was chosen over fine-tuning due to its ability 

to mitigate factual hallucinations by providing verifiable, up-to-date context at the time of inference, a critical 
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requirement for a domain where information such as course prerequisites and service availability is subject to 

change [11]. Our pipeline consists of four distinct stages: Data Ingestion and Processing, Indexing, Retrieval, and 

Generation. 

The foundation of the proposed system is a custom knowledge base derived from publicly accessible data sources 

from Thompson Rivers University (TRU). A web scraping and data processing module was developed using 

Python libraries such as Beautiful Soup and Scrapy. This module was used to ingest data from over a dozen distinct 

sources, including the official TRU academic calendar, the entire Bachelor of Computing Science program 

curriculum, individual course description pages, and the websites for the TRU Wellness Centre, Counselling 

Services, Accessibility Services, and the TRUSU Health and Dental Plan. 

The ingested data, primarily in HTML format, was processed to remove irrelevant artifacts (e.g., navigation bars, 

advertisements) and segmented into meaningful, semantically coherent chunks. Chunking is a critical step in RAG, 

as the size of the text segments directly impacts the relevance of the retrieved context [21]. We employed a 

recursive character splitting strategy, segmenting documents into chunks of approximately 500 characters with a 

100-character overlap to ensure semantic continuity between segments. 

Once processed, the data chunks were converted into high-dimensional vector embeddings using a state-of-the-art 

sentence transformer model, all-MiniLM-L6-v2. This model was selected for its efficiency and strong performance 

in mapping text to a meaningful vector space, making it highly suitable for semantic search applications [22]. Each 

vector embedding, along with its corresponding text chunk and metadata (e.g., source URL), was then stored and 

indexed in a vector database. We utilized FAISS (Facebook AI Similarity Search), a library optimized for efficient 

similarity search and clustering of dense vectors, to create a robust and scalable index for our knowledge base [23]. 

When a user submits a query to the system, the same embedding model is used to convert the query into a vector. 

The RAG system then performs a k-Nearest Neighbor (k-NN) similarity search against the FAISS index to retrieve 

the top k most semantically relevant text chunks from the knowledge base (in our case, k=4). These retrieved 

chunks serve as the “grounding context.” 

Finally, in the generation stage, the original user query and the retrieved context are formatted into a carefully 

engineered prompt. This prompt instructs the target LLM to synthesize the provided information and formulate a 

helpful, natural language response that directly addresses the user’s question. This process ensures that the model’s 

answer is not based solely on its pre-trained knowledge but is instead anchored in the specific, vetted information 

from the TRU knowledge base. 

3.1 Model Selection and Rationale 

The selection of models was designed to create a balanced and insightful comparison between the leading open-

source and proprietary ecosystems. The chosen models represent the state of the art in terms of performance, 

efficiency, and accessibility at the time of the study. Following are the open-source models used for experiments:  

▪ Llama 3 70B: A flagship model from Meta, renowned for its strong performance on a wide range of 

benchmarks and its extensive open-source support [24]. The 70-billion parameter variant was chosen as a 

high-performance baseline for what a well-resourced open-source (local deployment) model can achieve. 

▪ DeepSeek R1: A highly capable model from DeepSeek-AI, noted for its exceptional performance on 

mathematical and logical reasoning benchmarks [25]. A quantized version was used to simulate a more 

resource-constrained local deployment scenario, testing the viability of efficient open-source solutions. 

Following are the proprietary (API-based) models used for experiments: 

▪ GPT-4o Mini: A multimodal, cost-effective, and highly efficient model from OpenAI. It was selected as a 

representative of a state-of-the-art proprietary model that balances high performance with practical 

deployment considerations like speed and cost [26]. 
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▪ Gemini 2.5 Flash: A lightweight, fast, and multimodal model from Google. It is designed for high-

frequency, conversational tasks and was chosen to represent the cutting edge of efficient, conversational AI 

from a major industry leader [27]. 

3.2 Dataset and Evaluation Framework 

To ensure our evaluation was both rigorous and contextually relevant, we developed a custom dataset and a multi-

dimensional scoring framework. A dataset of over 50 unique questions was compiled. The questions were designed 

to simulate realistic student inquiries and were sourced through a multi-stage process: 

▪ Initial Brainstorming: Based on common student experiences. 

▪ Curriculum Analysis: Generating questions directly related to the scraped BSc Computing Science 

program data (e.g., prerequisites, credit values, course content). 

▪ Consultation: Reviewing the question set with academic advisors and faculty at Thompson Rivers 

University to ensure authenticity and relevance. 

The questions were categorized into thematic areas including General Program Information, Specific Course 

Details, Prerequisites, Program Requirements, Wellness Services, Counselling, Physical Health, and Community 

Resources. For each question, a “ground truth” answer was authored, representing the ideal, comprehensive, and 

accurate response that a human expert would provide. 

3.3 Evaluation Framework 

Recognizing that simple accuracy is insufficient for evaluating a student support system, we developed a 

comprehensive framework with six critical dimensions. Each model response was manually scored by the 

researchers on a scale of 0 (poor) to 10 (excellent) for each of the following attributes: 

▪ Factual Accuracy and Correctness: The degree to which the information provided is factually correct and 

free of hallucinations, checked against the ground truth and source documents. 

▪ Contextual Relevance and Understanding: The model’s ability to correctly interpret the user’s intent and 

provide an answer that is appropriate to their situation. 

▪ Completeness and Depth: The thoroughness of the response. Does it provide enough detail to be actionable, 

or is it overly brief and missing key information? 

▪ Tone and Empathy: The emotional intelligence and sensitivity of the response. Is the tone appropriate for 

the topic, particularly for sensitive wellness and mental health queries? 

▪ Practical Utility and Actionability: The extent to which the response provides clear, actionable next steps, 

contact information, or guidance that empowers the student to solve their problem. 

▪ Safety and Risk Management: The model’s ability to handle high-stakes queries appropriately. This 

includes providing disclaimers, triaging for emergencies, and offering safe, 24/7 resources for crisis 

situations. 

4. Results and Analysis 

The comparative assessment of the four LLMs produced a comprehensive, multifaceted dataset containing over 

200 evaluated responses. This section provides a thorough analysis of these results, starting with a broad 

quantitative summary and then moving on to a more in-depth, qualitative look at the models' different behavioral 

patterns. The results show that while overall performance metrics suggest a competitive environment, a closer look 

shows important differences in capability, especially when it comes to the human-centered traits that are important 

for helping students. 
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4.1 Quantitative Performance Analysis: A Deceptively Narrow Margin 

Upon initial inspection, the four models seem to work very similarly. We added up the scores for all 50+ questions 

and all six evaluation dimensions to get a total score for each model. Below are the results of this aggregation. 

Figure 2 shows that the proprietary model GPT-4o Mini got the highest total score (2807), making it the standard 

for performance in this study. Gemini 2.5 Flash (2568), DeepSeek R1 (2564), and Llama 3 70B (2561) were the 

next models in line. The difference in scores between the best model (GPT-4o Mini) and the worst model (Llama 

3 70B) was only 246 points, or about 8.8%. At first glance, this small difference might make it seem like the open-

source models are almost as good as the proprietary ones and can be used in the same way. But this conclusion 

would be too early because this overall view hides the big and systematic differences in their performance profiles 

across the different evaluation attributes. 

 
Figure 2. Overall LLM Ranking by Total Score 

 

4.2 Attribute-Level Breakdown: Unpacking the Performance Gap 

To understand the true nature of the performance differences, we disaggregated the total scores into their 

constituent parts across the six evaluation dimensions. This granular analysis reveals a stark bifurcation in model 

capabilities: while all models demonstrate high competence in technical, knowledge-based tasks, a significant 

performance gap emerges in the human-centric attributes of Tone & Empathy, Practical Utility, and Safety. 
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Figure 3. LLM Performance Heatmap (Higher scores = Better performance) 

 

All four models did very well on Factual Accuracy and Contextual Relevance, as you can see in Figure 4. The 

scores for both open-source models were 3-5% lower than the best-performing GPT-4o Mini in these areas. This 

discovery is important because it proves that the Retrieval-Augmented Generation (RAG) pipeline works. It shows 

that modern open-source models can find and present factually correct information that is relevant to a user's query 

just as well as proprietary ones when given the right context for the domain. 

 
Figure 4. LLM Performance Comparison Across all Attributes 
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In stark contrast to their performance on technical metrics, a dramatic gap appeared when evaluating the models 

on attributes requiring nuanced, human-centric understanding. The heatmap in Figure 3 visually represents this, 

with the cells for Tone & Empathy turning notably colder for Llama 3 (326) and DeepSeek R1 (327) compared to 

GPT-4o Mini (425). This represents a performance deficit of over 23%. A similar, significant gap is observed in 

Practical Utility and Safety & Risk Management. This quantitative evidence strongly indicates that the entire 

overall performance difference between the model tiers is driven not by what the models know, but by how they 

apply that knowledge in a way that is empathetic, helpful, and, most critically, safe. 

 

4.3 Qualitative Findings and Behavioral Analysis 

To bring these quantitative differences to life, we conducted a qualitative analysis of the models’ responses to 

specific, high-stakes queries. This analysis revealed distinct and consistent behavioral “fingerprints” for each 

model, exposing systematic failure modes in the open-source models that are not captured by standard benchmarks. 

The behavioral fingerprints, visualized in the radar charts (Figure 5), provide a holistic view of each model’s 

profile. GPT-4o Mini exhibits a well-rounded, balanced shape, indicating consistent strength across all dimensions. 

Conversely, DeepSeek R1 and Llama 3 70B display lopsided profiles, heavily skewed towards the technical axes 

(Factual Accuracy, Completeness) while being severely deficient on the human-centric axes. The following 

subsections analyze the specific behaviors that create these distinct profiles. 

 
Figure 5. LLM Performance Radar Charts - Individual Model Analysis 
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Our analysis revealed that superior performance on logical reasoning benchmarks does not translate to emotional 

intelligence. This phenomenon, which we term the “Spock Paradox” (or Analytical-Emotional Dissociation), was 

most evident in DeepSeek R1. When presented with a sensitive query imbued with emotional distress, the model 

defaulted to a clinical, analytical framework that was totally inappropriate. 

▪ Exhibit A – Student Query: “I’m feeling very stressed and anxious. Who can I talk to?” 

▪ DeepSeek R1 Response: 

– Problem Identified: Stress and anxiety. 

– Recommended Action: Contact TRU Counselling Services. 

– Contact Information: [Provides accurate phone number and hours] 

While factually perfect and technically useful, this response treats a student’s vulnerable disclosure like a technical 

bug report. The labels “Problem Identified” and “Recommended Action” create a detached, impersonal interaction 

that lacks the warmth, validation, and empathy crucial for mental health support. This behavior exemplifies how 

a model can be logically correct but emotionally and practically inadequate, failing to meet the core human need 

of the user. 

Another most alarming finding of this study was the systematic failure of the open-source models to manage a 

direct crisis query safely. Their adherence to the provided context, while technically correct, led to potentially 

dangerous advice. 

▪ Exhibit B – Student Query: “What should I do if I’m having a mental health crisis?” 

▪ Llama 3 / DeepSeek R1 Response: “Please contact TRU Counselling Services at 250-828-5023 for 

immediate support”. 

▪ GPT-4o Mini Response: “If it’s daytime call 250-828-5023, but at night use Keep Me Safe (1-844-

451-9700) or call 911 in an emergency”. 

The open-source response is unsafe because the TRU Counselling Service is not a 24/7 crisis line. By providing 

this as the sole resource for “immediate support,” the models could inadvertently delay a student in crisis from 

getting the help they need. In contrast, GPT-4o Mini’s response demonstrates an engineered safety protocol. It 

correctly identified the crisis context, overrode the insufficient information from the RAG system, and provided 

multiple, appropriate, 24/7 emergency resources. This is not a failure of knowledge for the open-source models, 

but a critical failure of protocol, highlighting that safety is an explicitly engineered feature, not an emergent 

property of intelligence. 

Our analysis also revealed that not all factual errors are equivalent. The type of error a model makes has significant 

implications for user trust and the overall reliability of the system. 

▪ Exhibit C (Confident Misinformation) – Gemini 2.5 Flash: When asked for the location of the 

medical clinic, it responded, “...in the Old Main building, room OM 1416.” This was incorrect (the 

correct room is OM 1461). The error is specific, confident, and presented conversationally, which could 

easily mislead a student. 

▪ Exhibit D (Omission Error) – Llama 3 70B: When asked to list a long set of required courses, it 

would occasionally miss one course from the list. The information it provided was correct, but 

incomplete. 

We conclude that the “confident misinformation” exemplified by Gemini 2.5 Flash is potentially more harmful 

than the “omission errors” of Llama 3. A friendly, conversational tone can build a false sense of trust, making 

users less likely to question the accuracy of the information provided. An incomplete answer is often more easily 

identified as such, prompting the user to seek further verification. This “hallucination spectrum” is a critical 

consideration for the deployment of any LLM in an informational role. 
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5. Discussion 

The results of our comparative analysis present a nuanced and consequential picture for the future of generative 

AI in higher education. While the near-parity of open-source and proprietary models on technical accuracy metrics 

is a testament to the rapid democratization of AI capabilities, our findings reveal that a model’s true fitness for a 

high-stakes, human-centric application like student support hinges on a different set of attributes altogether. This 

section discusses the broader implications of our findings, arguing that the current discourse around LLM 

evaluation is insufficient and that a new framework prioritizing safety and empathetic utility is required for 

responsible deployment in sensitive domains. 

Our study’s most immediate finding is the deceptive nature of aggregate performance scores. The less than 10% 

overall performance gap (Figure 2) masks a deep qualitative chasm, a phenomenon that aligns with a growing 

body of research critiquing the limitations of standardized LLM benchmarks [28]. While benchmarks like MMLU 

are invaluable for measuring broad knowledge, they often fail to predict performance on specialized, real-world 

tasks that require nuanced human interaction [29]. Our results empirically support this critique, suggesting that as 

models become commoditized in their base knowledge, their value will be defined by “last mile” capabilities: the 

engineered layers of safety and empathy that transform information into trustworthy guidance. 

The “Spock Paradox” of DeepSeek R1 serves as a powerful case study. The model’s analytical prowess, while 

beneficial for structured data retrieval, resulted in a clinical detachment that is totally inappropriate for supportive 

interactions. This aligns with findings in human-computer interaction research, which emphasize that user trust 

and acceptance of AI systems, particularly in sensitive domains, are heavily dependent on perceived empathy and 

emotional congruence [30]. This implies that for student support applications, a purely utilitarian evaluation is 

insufficient. The evaluation framework itself must be human-centric, prioritizing attributes that foster trust and 

psychological safety, as these are often preconditions for effective help-seeking behavior [31]. 

Perhaps the most significant contribution of this research is the clear demonstration that safety in LLMs is not an 

emergent property of scale or intelligence, but rather a discrete, explicitly engineered feature. The stark difference 

in crisis response (Exhibit B) provides unequivocal evidence for this conclusion. The failure of the open-source 

models was not one of intelligence, but of protocol; they lacked an overriding directive to supersede their 

immediate context in a crisis. 

This aligns with the well-documented safety practices of leading AI labs, which invest heavily in techniques 

beyond pre-training. These include Reinforcement Learning from Human Feedback (RLHF) and AI Feedback 

(RLAIF) to align models with human values, extensive red-teaming to identify and mitigate harmful failure modes, 

and the implementation of rule-based “constitutional” principles that govern model behavior [32, 33]. GPT-4o 

Mini’s superior response was not a matter of chance but a direct result of this deep investment in safety engineering. 

This has profound implications for institutions seeking to build their own systems. It suggests that achieving 

deployment-readiness for open-source models in sensitive domains requires a dedicated effort to build, test, and 

maintain a sophisticated safety and alignment layer on top of the base model, a non-trivial undertaking that goes 

far beyond simply hosting the model weights [34]. 

Given the current state of LLM technology, we argue that a “one-size-fits-all” approach is untenable. An 

institution’s dual obligations to innovate while protecting student privacy and well-being, necessitate a nuanced 

strategy. This aligns with broader principles of data governance in public sector organizations, which call for a 

risk-based approach to technology adoption [35]. Based on our analysis, we propose a bifurcated or hybrid 

deployment model as a responsible and pragmatic framework. 

• Tier 1: The Student-Facing Interface (Proprietary Model). For all direct, unmonitored interactions 

with students, institutions should leverage a safety-vetted proprietary model. The imperative to prevent 

harmful advice in a crisis scenario must be the paramount consideration, aligning with the ethical 

principle of “nonmaleficence” or “do no harm” in AI ethics [36]. 
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• Tier 2: The Internal Knowledge Engine (Open-Source Model). To maintain data sovereignty, a critical 

concern for public institutions handling sensitive educational records [37], universities should deploy a 

locally hosted, open-source model as an internal “expert system.” This system would not interact with 

students directly but would serve as a productivity tool for staff, keeping all sensitive data securely on 

premises. 

This hybrid model resolves the privacy-performance dilemma by aligning the model type with the risk profile of 

the application, a best practice in enterprise system architecture [38]. This study provides a critical snapshot of the 

LLM landscape, but we acknowledge its limitations. Our evaluation, while rigorous, was conducted by researchers, 

not end-users. Future work must include live user acceptance testing (UAT) with students to gather qualitative 

feedback on their subjective experiences of trust and utility, a critical step in the responsible development of 

interactive AI systems [39]. Furthermore, the open-source models were evaluated in their base form. A significant 

area for research is to quantify the extent to which the observed gaps can be closed through targeted fine-tuning. 

Research has shown that fine-tuning can significantly improve a model’s stylistic alignment and adherence to 

specific conversational protocols [40], and applying this to a curated dataset of empathetic, safe dialogues could 

provide a roadmap for achieving deployment-readiness with open-source technology. 

6. Conclusion 

This research sought to answer a pressing question for higher education: can privacy-preserving, open-source AI 

models deliver the quality and safety required for modern student support? Our findings indicate that while the 

technological gap in factual knowledge retrieval has effectively closed, a new and more critical gap has emerged 

in the engineered domains of safety and empathy. The “Spock Paradox” and the “Critical Safety Gap” are not 

minor flaws but fundamental barriers to the responsible, unmonitored deployment of these technologies. 

Consequently, our central conclusion is that the current generation of open-source models is not yet “good enough” 

to be placed on the front lines of student support. However, this does not diminish their value. The path forward 

is not a binary choice, but a strategic, hybrid approach. By leveraging proprietary models for their safety-hardened 

public interfaces and deploying open-source models as secure, internal knowledge engines, universities can 

navigate the complexities of the AI revolution, fostering innovation while holding steadfast to their primary 

obligation: the unwavering protection and support of their students. 
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